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ABSTRACT 

Facilities are now coming under Agency safeguards which have large amounts of nuclear 
material and/or nuclear material which is very difficult to access for reverification. Containment and 
Surveillance (C/S) technologies may be used to assist in resolution of this problem. This study 
examines the concept of redundant and independent C/S Systems, and discusses how these systems 
could potentially be applied. The IAEA is Investigating how redundant and independent C/S systems 
could be used to lower the need for remeasurement of materials which are difficult to access, or 
materials included In very large inventories. This paper does not address increasing levels of C/S 
measures to protect different types of materials. However, the paper does discuss how redundant and 
independent C/S Systems will improve the reliability of safeguards information. Equipment which may 
be used in such systems, and examples of potential systems, are presented. Decisions on how much 
C/S equipment Is enough for a given facility, or type of material, must be made by the inspectorate. 
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1. Introduction 

Facilities containing large amounts of nucfear materials and/or rnaterlals which are very difficult 
to access are now coming under IAEA =feguarcfs. Even more facilides are under construction, or are 
planned, which will be safeguarded in the not tm distant future. As these facilities come Into operation, 
the Agency task of providing adequate =feguatis becomes more dtilcult. 

The Agency is presently constrained to a near zero growth budget. This budget constraint makes 
it difficult to allocate the additional resources necessary to =feguard these facilities. Even if the 
Agency had unlimited resources, in some cases, It would still be difficult to provide traditional 
safeguards based on measurement of a random sampling of the inventory. In locations where there 
are large Inventories consisting of literally tens of thousands of individual items, it is not reasonable to 
assume that Inspectors could provide a meaningful sampllng during each inspection. Even if the 
Agency could provide enough Inspectors to support such routine large scafe inspections, the facilities 
themselves may not have adequate resources to support these types of inspections. For example, the 
facility may not have enough cranes to move the amount of material necessa~ within the agreed upon 
inspection period, or enough faclllty personnel may not be always available. Even the number of 
people allowed In a facility or an area at a given time could constrain Inspection activities. In the case 
of inventories which are very difficult to access, an Inspector cannot use standard measurement 
techniques since ft Is not possible to physically access the material. 

Since the Agency Is constrained In budget, and is presented wfth these new and difficult 
safeguards tasks, new techniques are need~ for providing continuity of verifkd Information. These 
techniques must reduce, or even efiminate the need for rnateriaf remeasurements and inspections. 
One technique of assuring the integrity of inventories, would be to reiy on Containment and 
Surveillance (C/S) measures. This technique would be feasible since C/S measures would be relied 
upon to provide continuity of knowfedge of the material, that is, C/S measures would be used to 
provide continuity of knowledge of materials which had been previously verified. in order to be 
assurd that the initial declared composition of the material [s accurate, a materiaf measurement would 
be required before the C/S measures are appfied. This Is true in afl cases, except for spent fuel. in the 
case of spent fuel, it is assumed that it is adequate to maintain C/S from the time the fuel is removed 
from the core, and thus no measurement of the pfutonium content is required. 

A question to many concerning the use of this technique is the reliability of the C/S equipment 
that would be required. if the reliability of a C/S System and the assurance it provides were high 
enough, and potential problems at the facility (such as loss of facfllty power or iighting) could be 
avoided, then a single C/S System couid be used to provide continuity of knowledge. However, since 
C/S Systems do sometimes fail, and conditions at facilities may not atways be optimal, multiple C/S 
systems may be requird. These multiple systems should be redundant in that they provide the same 
type of safeguards information, and they should be independent (relying on different stimuli). 
Redundant and independent C/S Systems could be used to increase the reliability of safeguards 
information, thus lowering the frequency of C/S system failures and the resulting need for material 
remeasurement. Redundant and independent C/S Systems could also be used to improve the quality 
of safeguards information and/or improve the resistance of the safeguards system to defeat. Use of 
these systems need not be limited only to new types of facilities; they could also be used in many 
existing facilities. 

The following sections will discuss the concept of redundant and independent C/S systems. 
Exampies of equipment which could be used in such systems and examples of potential systems are 
presented. This study does not address the political acceptability of using C/S techniques as the sole 
means of providing assurance that material has not been removed from a facility, or that undeclared 
movements of material have been made. Decisions on how much C/S equipment is enough for a 
given faciiity, or type of rnateriaf, must be made by the inspectorate. 
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Il. Philosophy of Redundant Independent Containment and Suweillance Systems

Before any discussion of rdundant and independent C/S Systems um begin, the terms must be
defined and the differences between redundant and independent must be stated. -. It is Important to
note that the manner [n which the terms redundant and Independent are being used in this report may
be different from the way they are used In other mntexts.

The IAEA defines Containment and Sunfeiflance In the foflowlng mannerl

‘containment - structural features of a nuclear facility or equipment which
enable the IAEA to establlsh the physical integrity of an area or item by
preventing undetected access to or movement of nuclear or other materfal, or
Interference with the Item, IAEA safeguards equipment or data, Examples are
the walls of a storage room or of a storage poof, transport flasks and storage
containers. The continuing integrity of the containment itself is usually assured
by seals or surveillance measures (especially for containment penetrations
such as dmrs, vessel lids and water surfaces).

“Surveillance - the collection of information through inspector and/or
instrumental observation aimed at the monitoring of the movement of nuclear
material and the detection of interference with containment and tampering with
IAEA safeguards dwlces, samples and data. The most Important surveillance
instruments are automatic optical devices (No. 257) and monftors (No. 258).
Surveillance may also be used for observing various operations or obtaining
relevant operational data. IAEA safeguards inspectors may carry out
suweillance assignments continuously or periodically at strategic points.

‘Containment/suweillance (C/S) measures - the application of containment
and/or suweillance; an important safeguards measure complementing nuclear
material accountancy. The application of C/S measures Is aimed at verifying
information on movement of nuclear or other material, devices and samples or
presewation of the integrtty of safeguards re&ant data In many instances
C/S measures cover the periods when the inspector is absent and this
contributes to cost effect-Neness. C/S measures are applied, for instance,

- To ensure during flow and lnvento~ verification that each Item is
inventoried without duplication and that the integrity of samples is
presenmd;

- To ensure that IAEA instruments, devices, working papers and
supplies are not tampered with;

- To extend the valldtty of prevfous measurements and thereby reduce
the need for remeasuring previously vertfied iterns.

The indication of an anomaly by C/S measures does not necessarily by
ttseff Indicate that material has been removti. The ultimate resolution of C/S
anomalies (e.g. broken seals) is provided by nuclear material accountancy.

“If any C/S measure has been, or may have to be, compromised, the
IAEA shall, if not agreed otherwise, be notified by the fastest means available.
Examples might be seals which have bwn broken Inadvertently or in an

1. IAEA Safeguards Glossaty, 1987 Edition, Revision 1, International Atomic Energy Agency, Vienna,
1987.
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emergency, or seals of which the posslblllty of removal after advance
notification to the IAEA has been agreed between the IAEA and the operator.=

Corrtalnment and Suweillance techniques are best appfied In areas wlnere there is little activity
and a minimum of material movement. However, Containment and Suweillance techniques must be
carefully designed and Implemented to avoid imposing physical restriction on the movement of, or
access to, material by the facility operator. This is the case since the Agency Is required to avoid any
undue Interference In the operation of the facility. In general, mntainment and suweillance techniques
must, In order to presewe the integrity of prior measurement of nuclear matefiaf, provide the Agency
with Inforrnatlon as to whether movements or access occurred while Inspectors were not present.

Redundancy is a concept which is widely used in the nuclear Industry. Many nuclear safety
systems are built with individual components which are redundant. In some cases, entire systems are
duplicated for redundancy. The purpose of these redundant components or systems Is to increase
reliability. If one component or system should fail, then the rsdundant component or system can take
over and fulfill the necessary function. Whether or not redundant components are needed, is
dependent upon the reliability of the system. If the reliability of the system is not adequate, then
redundant components may be necessary to improve system reliability. The concept of redundant
components may be illustrated with dual recorders used in some video systems.

An example of such a system is the Modular Integrated Video System (MIVS). The MIVS is a
video sumeillance system designed to record images of =feguards interest at specifkcf intewals.
Eight millimeter video tape recorders are used to store the surveillance images. It has been
determined that the recorder is the principal component in the system, which affects its reliability. In
order to increase the overall refiabil”~ of the system, two recorders are used instead of one. Thus, if
one of the recorders should fail, there is no loss of suweiflance since the images are recorded on the
second recorder. By having redundant recorders, the main function of the system (recording video
images) is fulfilled even if one of the recorders has failed. As with many other mmponents wfthin the
MIVS, only one camera is used. Since the camera is a ve~ reliable sofid state device, providing a
second redundant camera would not significantly Improve the overafl system reliability. The overall
system reliability is determined by contributions from the redundant components, such as the
recorders, and non-redundant components, such as the camera. When the fdlure rates for all of these
components are properly combined, an ove~l system reliability may be found. For the MIVS, this
reliability has been demonstrated to be 99.6%. If it Is determined that in some situations even this high
reliability is not adequate, then multipfe systems could be utifized to further increase reliability. Even
though these muftipfe systems woufd provfde a very high reliability, they would still be susceptible to
common mode failures, such as loss of lighting.

Systems which are independent are different from systems which are redundant. Redundant
systems can be thought of as duplicate systems. They opwate in the same manner and rely on the
same stimulus. If that stimulus is removed, the primary system will not operate, and any redundant
systems wiil afso fail to operate. For exampfe, opticaf surveillance systems refy on adequate light. If
two duplicate, and therefore redundant, optical surveillance systems are used to monitor an area and
the lighting fails, then no images wifl be recorded on either system. Even though the two systems are
redundant, they are not independent. In the context of this study, Independent systems are systems
which do not refy on the same stimulus to obtain the relevanf ~feguards information. For two systems
to be truly independent there must not be any single event which can cause a faifure of both systems.

Safeguards systems can be designed which are both redundant ard Independent. The goal is for
each of these systems to provide the =me type and quafity of safeguards Information (i.e. redundant
systems), but which obtain the safeguards information based on different stimuli (Le. independent
systems). In order to obtain the Information independency the systems must not only rely on different
stimuli, they must afso not be affected by common failures, such as loss of facility power or lighting,
Independent systems which are based on different physical principles (such as seals and cameras)
avoid mmmon mode failures. Redundant and independent C/S Systems consist of at least two
systems. Each of the systems may include several devices. The devices within a given system maybe
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subject to common mode faifures. The two redundant and independent systems, however, are not
subject to common mode failures.

In many cases it may be difficult to provide multiple systems with at least one which is
independent of facility power. In order to efimlnate this problem, systems with vey large battery
capacities can be utilized. Such systems must be able to sumive long outages of facility power.
Ideally, the batte~ capacity would be large enough to power the system for the entire perid between
inspections.

In the Ideal redundant and independent C/S system, Information from the muitlple subsystems
could be used Interchangeably. That is, each of the redundant and independent subsystems provides
the same quaflty of information. Thus, If one of the Independent subsystems were to fail, It should still
be possible to make definitive safeguards statements based on the results of onfy one of the
Independent subsystems. However, if instead of falling, one system provfdes information which is
contradictory to the other, then further analysls would be required. Another feature of an ideal
redundant and independent C/S system would be that it would be as easy to obtain and analyze the
Information from one subsystem as from any of the other subsystems. In the real worfd however, one
system may provide higher quality information, or Information which [s easier to obtain.

Redundant and Independent systems have several advantages over systems which are just
redundant. The main advantage is that with two Independent systems, the Inspector has greater
confidence than with one system that the information provfded is mrrect and can be relied on. This is
because it Is more d-ficult to circumvent multipfe independent systems than any one single system.
This is the case since the systems are independen~ and therefore different techniques will newl to be
developed to defeat each of the systems. Since more than one system must be defeated the
probability of detection will afso be Increased. When Independent systems are used the additional
Information provided by the multipfe systems may be useful in resolving anornafies. If the information
provided by one of the system Is ambiguous, it may be possible to use information from another
system to resolve the ambiguity.

Due to the relatively high cost of such systems, In the sense of providing some type of safeguards
Information, redundant and independent C/S Systems may only be used in special situations. These
situations, as mentioned previously, include facilities where a very large amount of material is stored
and facilities where material is very difficult to access. The consequence of C/S failure in these
facilities could range from an extremefy high cost of revedficatlon, to a complete inability to provide
assurances about the material which Is contained within the facility. The cost of redundant and
independent C/S Systems is justified by these extreme consequences and costs. Therefore, it may be
expected that redundant and independent C/S Systems will only be used when the cost of
reverification outweighs the cost of the system, or when the consequences of a loss of suweillance are
severe. In these cases, C/S Systems are needed which will not fail.

Redundant and independent systems use information from the multiple subsystems in an
independent, OR fashion. That Is, information can be used Interchangeably between the multiple

subsystems. This ORing Is desirable in the types of situations described above where extremely high
reliability is required. When a redundant and independent system k used in this manner, a conclusive
safeguards statement may be made even if one of the systems fails, but, the confidence the
inspectorate would have h the result Is obviously less than if systems were operative.

For example, ff systems A and B are redundant and Independent C/S Systems, and system A
fails, system B will still provide enough Information to assure the continuity of knowledge of the
material being safeguarded. This eblflty to make a conclusive safeguards statement, even though one
of the systems has failed, illustrates how systems used in this manner increase the refinabilityof C/S.

Even though the goal of redundant and Independent C/S Systems may be to improve the
reliability of safeguards, the failure of one of the systems does not imply that the results of the other
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system may automatkafty be used. In the event that one of the systems does fail the first step should
be to look for the cause of the failure, specifically, to determine If tamperfng was Involved. If tampering
is suspected, the resufts provided by the other system are [mmedlately called Into question. Actions
ranging from a thorough analysls of the other system, to a complete reverification of all the material
being safeguarded may be required depmling upon decisions made by the inspectorate. Only In
cases where tamperfng Is not detected or suspected as the cause of a system faffure, may the results
of the other C/S System be used wfthout hesitation.

In certain situations, it may be deslrabfe to use multiple C/S systems In a dependent, AND fashion.
This might be necessa~ in cases where one subsystem cannot provide complete safeguards
information, I.e., the subsystems are not completely redundant, In these situations, Information from
multiple subsystems may be required to make a positive statement. AND[ng the output of the
subsystems would mean that they are no longer being used Independently, and that the loss of any
one subsystem would constitute a loss of containment or surveillance. The VACOSS/MIVS interfac~
is an example of a multipfe C/S System used in a dependent fashion. In this system, the MIVS is used
to provide video coverage when a VACOSS seal is removed from a shipping cask. If either of these
two systems fails, there Isa loss of continuity of knowl~ge of the material contained within the casks.

An inspector may draw one of three conclusions from a C/S System: 1. No undeclared activiiy
has occurred (termed positive); 2. Undedared activity has occurred (termed negative); and 3. No
conclusive safeguards statement can be made (termed inconclusive). Inconclusive results may be due
to a variety of causes such as system failure, failure of facility power, loss of lighting, etc. If two C/S
Systems are usd, then a variety of different combinations of results may be obtained from the two
systems. For example, both systems may provide a positive result, or both systems may provide a
negative result, or one system may provide a positive result and one may provide a negative result.
These varfous combinations are illustrated in Figure 1.

The figure shows the range of actions the inspectorate could take In each of the situations. As
the figure shows, In the case where both C/S Systems provfde a positive indication, continuity of
knowledge Is mahalned, ad no futiher action should be required. In any case where the system
provides an Inconclusive result, and tampering Is suspected, then material remeasurement must be
considered. Material remeasurement must afso be considered in any sltuatlon where a negative result
is provided by a system.

The real difference between C/S Systems which are used in a dependent and Independent
manner may be seen in the case where one system provides a positive result and the other provides an
inconclusive result. The figure simply states that, In this situation, follow-up actions should be
considered. If C/S Systems are being used in a dependent fashion this follow-up action would be a
reverification of the materiaf. This Lsthe case since the loss of information from either system Implies a
loss of continuity of knowledge. If C/S Systems are being used in an Independent fashion, then no
material remeasurement should be nece~ry since continuity of knowledge has been maintained.

The use of Independent systems which respond to different stimuli reduces the probability of a
loss-of-continuity of sfegumfs knowledge. It can be argued that because different stimulj are being
used, a potential diverter would have to devise a defeat technique which overcomes more than one
stimulus. This could lead to the conclusion that Independent systems provide greater assurance. For
this conclusion to be acceptable, the assurance from the least-well-covered diversion paths would
have to be enhanced by independent C/S so that the entire C/S system coverage is improved. Since,
in some cases, the Ieast-wefl-covered route IS the containment, it may be necessaty to enhance the
C/S coverage of the containment In order to gain additional assurance.

2. The VACOSS and MIVS are both described in Appendix 1.
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At a mlnlmum, independent C/S functions as an altemtive redundant system which reduces the
probability of a loss of continuity of knowledge. If lt can be shown to reduce the vulnerabtilty of the
least-well-covered diversion paths, an independent system can enhance the assurance of no diversion.

.
It has been suggested that different types of safeguards measures shoufd be applied to different

categories of rnaterlal.3 Reference 3, albeit In draft form, refers to condtiions which, when C/S is relid
upon, may result in the requirement to consider remeasurement- For example, more stringent
safeguards may be needed for materials of high safeguards Interest, than for materials of lower
safeguards interest. C/S measures could be lnduded as part of this hierarchy. Depending upon the
type of material being protected, different levels of C/S measures could be applied. For example,
redundant C/S systems, relying on different stlmull, muld be used in an AND (dependent) mode for
the protection of materials of high safeguards interest; while, only single systems with a certain
reliability woufd be required for materials of lower safeguards interest. Decisions on whether single
C/S systems, redundant and Independent systems, or redundant and dependent systems, are
necessary must be made by the Inspectorate. That is, the Inspectorate must decide how much C/S Is
adequate under different conditions.

3. ‘Proposal for Performance Specifications for Containment and Suweiflance Systems,= Draft
Discussion paper by IAEA Systems Studies Section.
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FIGURE I (cONTINUED) - C/S SYSTEM CONCLUSIONS AND NEEDED ACTIONS
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Ill. Applicable Twhndogies

Containment and Surveillance development actlvltles are performed by a number of laboratories
In the IAEA Member States and to a Ilmlted extent by the IAEA at Its Headquarters Equipment is
classified Into one of four categories by the Agency. The categories are listed below.

class I

bborato~ Device - The purpose of this equipment Is to demonstrate the pnnclpfe of operation, and
the nature of the data produced, so the IAEA can comment on the approach and future design options.
In most cases, such aqulpment will be operated by its designer.

Ctass II

Development Prototype - The purpose of this equipment IS to allow Joint lAEA/Development
bboratory evaluation, Including laboratory and limited field testing. Technical experts at the IAEA will
be traind to use the equipment. A preliminary equipment manual will be provided, and a preliminary
safety analysis will be completed.

Class Ill

Field Evaluation Unit - This equipment has two purposes: (1) final evaluation of the device prior to
production, and (2) limited use during IAEA inspections. The unit will have undergone a complete
safety and reliability analysis. A complete equipment manual and development repoti will be provided.
If Ilmited quantities are required to meet IAEA needs, these units can be put into full operation by the
IAEA after the field evaluation Is complete.

Class IV

Production Model - Equipment developed to this point will have complete production drawings,
production specifications, and test procedures, such that the IAEA can obtain commercial supplier
quotes on fabrication, testing and delivey of multipies quantities.

A variety of containment and suweillance devices have been developed and are being developed
by the IAEA and the various support programs. The equipment which is being used by the Agency at
any given time is in a constant state of change as old systems are removed from use and new, and in
most cases, more effective and reliable systems are brought into use. Appendix I provides information
on equipment which Is presentfy being used by the Agency, or is under development. This Appendix is
included In order to illustrate the type of equipment which is available, or will become available, which
could be used in the design of redundant and independent C/S Systems.

A careful review of Appendix I shows that some of the systems currently under development,
such as the ~ariable Coding seal System (VACOSS) Modular Integrated Video ~ystem (MIVS)
intedace, are actually &sed on cofibinations of C/S d~tices. These comb~natlons yield systems
which provide capabilities that could not & provided by the systems individually. In the case of the
VACOSS/MIVS interface an operator is now providd with the capability of sealing casks (or unsealing
depending upon how the overall system is used) without the need for inspector presence. This eases
operational problems for the operator and reduces manpower requirements for the Agency. In these
cases the combined C/S Systems are being used in a depmdent manner. If either of the systems fails,
remeasurement or reverification of the material will be needed.

Other systems descdbed in Appendix 1, such as the Po+al/Penetration Monitor, combine a
variety of specialized components to provide a C/S function. Ir. general, these components are also
used In a dependent fashion, however, individual components may by duplicated for redundancy.
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Whife it maybe necessary, In some cases, to dwelop speclahd equipment for a particular part
of a redundant and Independent C/S System, it would be desirable to use as much existing equipment
as possible. There are several advantages to using existing equipment. For example, the costs
associated with development and testing can be slgntica~ as well as time consuming. The “in use”
equipment described [n Appendix 1 has already been developed and tested so these costs have
already been expended. In addition, since this equipment I’Ms already gone through an acceptance
procedure, the time required for this activii Is eliminated. Facil”w operators may find some pieces of
equipment too intrusive and thus do not wish to have them installed. Wtih equipment previously
developed. these issues have already been addresswl so that there will be less concern about operator
acceptability.

Even though designers may attempt to use as much existing C/S equipment as possible, there
till always be cases where this will not be possible. In these cases, the possibility of using other
equipment which may be adapted to C/S applications should be explorwf. For example, sensors and
equipment which has been developed for domestic security applications may have direct use within
redundant and Independent C/S Systems. Appendix II presents a list of equipment which could
potentially be used In redundant and independent C/S systems.
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IV. System Examples

The main goal of any C/S System is to detect the undeclared removal of material of safeguards
interest from a given area. Different C/S Systems are required, depending on the configuration of the
facility and the form of the material to be safeguarded. Facilities with similar configurations may be
grouped together as requiring similar C/S Systems. This grouping allows some generallzations to be
made about the C/S Systems to be used. The foflowing are some of the common configurations
which must be addressed by C/S Systems.

- pods containing spent fuef or other materials
- dry fresh fuel storage areas
. fresh or spent fuel stored under sdium (such as at fast reactors)
. exterior and Interior dry cask storage areas
. mater&1 vaults where mater&1 Is stored as discrete Items
. spent fuel repositories where the material Is lnaccessibfe
- process areas under remote or automatic control

Examples of redundant and Independent C/S Systems for three of the above configurations are
presented below. The purpose of these examples Is not to provide specific system designs, but to
illustrate the philosophy of redundant and Independent C/S Systems. Estimates of hardware costs are
Included with each example. The hardware costs are hmfuded in order to provide some basis for
comparison between the cost of a redundant and independent C/S System and the cost of
reverification. These costs do not reflect any development, Installation, or operational costs.
Inspectors may require Increased Inspection time at facilities equipped with redundant and
independent C/S In order to anafyze the information from the multiple systems. This increased
inspection time will afso add to the actual cost of these systems. In many Instances, these additional
costs could be significant, surpassing the cost of equipment. Even though it [s possible to classify
general types of facilities where similar rdundant and independent C/S Systems could be used, the
final design of these systems maybe somewhat facility specific.

Example 1: Plutonium Storage Vault

Facility Description:
In this example, Plutonium Is being stored in birdcages within a vaul~ It is assumed that between

100 and 200 birdcages are stored in the vault and the vault has only one entrance where material may
be brought in or out. It Is also assumed that any penetrations of the vault will be readily apparent. The
assumed configuration of the facility is illustrate In Figure 2.

Goal of C/S System:
To monitor whether there has been any undedared removal of material from the vault.

Redundant Independent C/S System
The Plutonium storage vauft has only one entrance through which material may enter and leave.

By monitoring the flow of material through this entrance an Inspector maybe assured that there are no
undeclar- movements of materiaf.

Monitoring of the vault door can be provided with optical surveillance. Whenever the vault door is
open surveillance images could be recordwf. In order to trigger the camera, a door switch or motion
sensor would be required on the vauft door. When the vault door is opened, the dmr switch or motion
sensor would send a trigger signaf to the camera Indicating that surveillance should begin. When the
vault door is closed, a second signal would be sent Indicating that surveillance shoufd be terminated.
This is an exampJe of a C/S System utilizing subsystems which are usd in a dependent fashion. If
either the dmr monitoring system or the surveillance system fails, there is a loss of su~eillance. The
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MIVS (described in Appendix l), is designed to accept external trlggem and could be easily used in this
application.
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The door switch coufd be hardwired to the optical suwelllance device. In order to assure the
integr”~ of the door switch, information transmitted on the data line between the switch and optical
suweillance device woufd need to be authenticated. If It Is difficult to run the necessary cables
between the door switch and the optical suwelllance device, then Authentication !tem Monitoring
~ystem (AIMS - described In Appendix l), technology could be used. ~MS sensor tmnsmfier packs
could be used to transmit the door swttch information over an authentldad RF link to the optical
suweillance device.

During periods when the vauft dmr Is dosed, sumeillance Images could be recorded at random
intervals. This random recording would provide assurance that no actions were being taken which
would bypass the door switch.

The optical suweillance based C/S System is dependent upon facifity power and facility lighting.
A second completely passive means of assuring that mater&1 has not been removed from the vault,
would be to indMdually saaf each of the bird=ges. During inspections, the inspector must count the
Items to insure that afl of the rmterial Is present. The inspector must also check the seals to Insure that
there has been no tampering with birdcages. In order to accomplish this, seafs which provide both
identity and integrity, such as the Cobra Seal, must be used. This type of seal Is neces=ry to insure
that there has been no complete substitution of birdcages.

System 1:
-ptkal suweillance of the door
door swttch or motion detector on vauft dmr

System 2:
-seals on the birdcages
OR
-AIMS monitoring each birdcage or monitoring groups of connected birdcages.

Hardware Cost:
(Assume 100 birdcages) !

System 1:

MIVS

Door Switch or motion detector

Data Une authentication

System 2

Cobra Seal ($15/seaf)

Cobra Seal verification equipment

$15,000

$l,OCKI

$5,000

$1,500

$8,0W
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Example 2: LWR Spent Fuel Pod

Facility Description:
This example addresses a generic LWR spent fuel pool area as shown In Figure 3. This pool area

consists of a mk loading/unloading area, loading/unbading tmsfer channel, the spent fuel storage
area, and a reactor transfer channef through which fuel is mov~ Into and out of the reactor. Spent fuel
assemblies are removed from the pod by placlng them In a shipping msk and removing the cask from
the pool. Due to the great size and weight of these =sks there is usuafly only one potil through
which the casks may enter and exit the pod area.

Goal of C/S System:
To detect the removal of spent fuef assemblies from the s~nt fuel pool area.

System Description:
Normally spent fuel pools are monitored using optical suweillance. This optical suweillance is

used to monitor activities in the spent fuel pod, particularly the loading and unfoading of shipping
casks. Since spent fuel assemblies can only enter and exit the faclfity In shipping casks, it [s assumed
that the optical suweillance provides coverage of the areas where casks may enter and leave the pool.

Optical suweillance may afso be used to monitor the reactor transfer channel. In order to do this
a camera must be mounted directfy adjacent to the channel so that activity within the channel can be
monitored. An optical suwefllance system covering the entire spent fuef pod area may not provide
adequate detail of the activities within the channel.

The opticaf suweillance systems presently in use rely on facillty power, although some battery
backup is usually provided. All of these systems are, of course, dependent upon adequate lighting.
Since opticaf suweillance systems already exist at many facilities, and provide the required detection of
the removal of spent fuel assemblies, there is no need to completely replace them. These existing
systems may be UWI as one of the efements In the redundant and independent C/S System. The
other efements of an fdeaf redundant and Independent C/S System would not rely on facNty power,
and would be Independent of facility lighting.

Due to their high level of radiation, spent fuel assemblies may only be removed from the pool
when contained within shipping casks. In most facilities, there Is only one area within the spent fuel
pool. which Is designed to support these casks. Thus, spent fuel assemblies may only be removed
from the spent fuel pool area by moving them into the reactor area through the reactor transfer
channel, or by loading them Into shipping casks after transfer through the loading/un[oading transfer
channef. By monitoring these two transfer channels assurance could be provided that there had been
no undeclared removal of fuel assemblies from the spent fuel pml.

A second C/S System could be designed and installed which would monitor these two channels.
This system would need to detect fuel assemblies as they move through the channels. Radiation
detectors could be used within the channefs to provide this function. These detectors could be
designed so that they would provide an indication of whether assemblies were entering or exiting the
area.

This channel monitoring system woufd operate Independently of facility lighting. However, the
system would requke facility power for operation. Since the system would not need to be portable, a
very large battery backup capability could be provided.
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Summary:

System 1:

-optical suwelllance of the spent fuel pod
-opticaf suwelflance of the reactor tnnsfer channel

System 2:

-monitoring of the reactor transfer channel
-monitoring of the loading/unloading transfer channel

Hardware Costs:

System 1:

Optical surveillance for pool

Optical suweiilance for reactor tmnsfer channef

System 2:

Reactor channel monitor

Loading/unloading channel monitor

$15,000

$15,000

$20,000

$20,000

Example 3: Interior DW Cask Storage Area

Facility Description:
This type of facil”~ consists of a large building wfth a compfeteiy open interior where spent fuel

storage casks are stored directly adjacent to one another. It fs assumed that 100 or more casks are
stonxf within the facility. There is only one entrance through which casks may enter or leave, as shown
in Figure 4. It is assumed that sensors are seafed within the casks to monitor environmental conditions
such as temperature, pressure, and radiation condkions. The operator monitors the output of these
sensors, through a hardwire link to a control area, to Insure that there are no probfems within the
casks. Once casks have been placed in this facNty, they should remain static within the facility for long
perids of time. There should not be any routine removal of casks from the facility.

Goal of C/S System:
The goal of a C/S System for this facility would be to detect when casks containing spent fuel

enter or leave the area.

Redundant Independent C/S System:
The existing hardwire Ilnks between the casks and the control area can be utillzed by the

Inspectorate to monitor that casks have not been removed. Since sensors are sealed within the casks,
loss of signal from a sensor woukf indicate that a cask had been removed. In order to monitor that the
signal Is always present, and there has been no substitution of false sensor Information, data
authentication could ba utilized betwwn the casks and a data collection point within the control area.
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To Implement this scheme, a data authentication module would be added at each ~sk and
information processing and data storage would occur at the control area- During Inspection, the
inspector would access the stored data to determine whether there had been any failure of data
authentication from any of the casks. A data authentication failure would Indicate that either the cask
had been removed (signal was lost from the sensors), or that there had ban an attempt to substitute
false sensor data.

Since there Is only one entrance through which casks may enter and leave the building,
monitoring this entrance will also provkfe an indication of whether casks have been removed. Optical
sunfelllance muld be used for this monitoring task. Radiation detectors located at the entrance could
be used to trigger the optical suwelllance. Whenever a cask moves through the entrance, the radiation
detectors would detect Its presence. Optical surveillance would then be Inltlated to record the
movement of the cask through the entrance.

[f It is found that the radiation signal from the cask is tm low to provide a camera trigger, then
motion detectors at the entrance could be used instead. The motion detectors would detect the
movement of the cask as It passes through the portal, and provide the camera trigger. A system
utilizing motion detectors would be less selective than one utilizing radiation detectors. The motion
detector based system would record the passage of anything through the portal, such as personnel,
rather than just the passage of casks.

When the systems are operating normlly, the inspector would only need to retrieve Inforrnatlon
from the data authentication system. If this system indicated that there was no movement of the casks,
then the Inspector would be assured that material had not been removed. During these normal
inspections, the inspector woufd not need to review the surveillance tapes, other than to verify that the
system is operational. However, if the data authentication system failed, then the inspector would need
to review the optical surveillance to determine If any material was removed.

Sumrrwy:

System 1:
-Data authentication of the cask sensor signals

System 2:
- Optical suweillance of the storage area entrance triggered by radiation detectors or motion

detectors

Hardware Cost:
(Assume 100 casks)

System 1:
Data authentication $20,000

System 2:
Optical Surveillance
Radiation detectors

$15,000
s 5,000
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In locations where Inventories are ve~ difficult to access, It may not be possible to physically
access and analyze the materials. Similarly, the indtvkfual ftems cannot be munted on a routine basis.
Since the materials cannot be accessed, it Is necessary in these situations to use C/S techniques to
insure that the materials have not been removal. Of course, before the items are placed into these
locations, measurements must be made to establish the composition of the invento~.

The C/S Systems used in facilities wtth Inventories which are ve~ difficult to access, must be
extremely reliable, ad there must be a vew high Confdence that the information provided is correct.
Any failure of the C/S System in these facilities muld =use a permanent inability to assure the integrity
of the inventory, since tt may not be possible to re-establish an inventory.

A similar situation exksts in facilities with ve~ large Inventories. In these cases, it maybe possible
to access the materlafs but the cost of a complete reverification may be prohibitively expensive and
time consuming. Redundant and Independent C/S systems could be used within both of these types
of facilities to assure high reliability, and thus provide continuky of knowledge.

In order to Implement these systems, It is not necessa~ to discard already existing C/S Systems.
In many cases, it should be possible to use part, if not all of the existing systems. Additional systems
would simply be added to Improve the reliability of the overall C/S System.

Ideafly, redundant independent C/S Systems would be constructed using C/S equipment which
has afready been developed and tested. Using existing C/S equipment would lower the cost of the
system, and ease opemtor and Agency acceptance. If this is not possible, then a variety of other
commercially available equipment coufd be adapted for use within custom designed C/S Systems.
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APPENDIX 1

C/S Equipment

Equipment In Use

The following list provfdes a brief description of C/S equipment which the Agency is presently
using, is authorized to use, or is undergoing field commissioning. Even though film based optical
surveillance systems wlfl be phased out of use during the next several years, they are included In this
list for completeness.

Seals

Metallic; Type-E
This is a seal which fs widely used by the Agency. The seal mnslsts of a wire, which is looped
through the object to be sealed, and the seal tmfy. The seal bcdy Is composed of two halves
which interlock. To verify the Integrity of the seal, an Inspector removes the seal and returns it to
Agency Headquarters for analysis. This seal may be used to seaf doors, bird cages, casks,
containers, etc.

Adhesive
This seaf & also known as the paper seal. An adhesive backing on this seal allows it to be applied
to a varfety of surfaces. Doors and equipment Ikfs can be sealed with this seal. Verification of
this seal Is performed on-site by vfsually examining the seal. If the seal is found to be tom, or the
layers of the seal have become delaminated, this is an indication that tampering may have
occurred.

Electronic Fiber Optic; VACOSS
A Fiber optic cable 1s used to provide locking and sealing functions in the Variable Coding seal
System (VACOSS). Opening and closing of the fiber optic calde are reco~ded wit~times and
dates in a battery powered component which Is housed in the seaf. The information can be
extracted from the seaf using an adapter box This Interrogation can be earned out on site or
remotely without removing the seal from the seafed item.

Shrink Tubing Seal
The shrink tubing seal was developed to seal container vafves, such as valves on UF cylinders.
The seal material is placed over the valve and then shrunk In place. The seal is verified on-site by
visually examining the seal patterns.

Ultrasonic; ARC
The Atomic Energy of Canada Umited ~andom Coil (ARC) seal has been approved for sealing
CAN~U spent fuel storage racks. The seal Is ap~ied to bolts which secure the tops of the fuel
storage racks. A @il Pattern &ader (SPAR) is used to read the seal and determine whether any
tampering has occurr=

Optical Surveillance Devfces

Film Camera; Twfn Minolta
The Twin Mlnoita camera system has been used for many years to provkfe images of Items and
activities of safeguards Interest. Two film =meras are contalnti in a housing, which may be
mounted overlooking a spent fuel pod, storage area, areas dedared Inactive, etc. This system
has enough ~pactty to record one image every twenty minutes for a three month period. The
fifm from these cameras must be developed and is normally reviewed off-site.
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Film Camera; Advanced Photo Suweillance
This system Is the same as the Twin Minoka system except that the film capacity is increased.

._

Video; Psychotropic
This is an optical surveillance system based on vtieo technology. This system performs the
same function as the film systems, that is, recording images of hems and activities of safeguards
interest. In this system, the camera maybe separated from the recorder. Uniike the film systems,
the tapes generated with this system may be reviewed on site.

Video; STAR
As with the Psychotronics CCTV system the ~uwelllance ~elevision ~nd ~ecording (STAR)
system stores images on video tape. Images from two cameras may be recorded in a “split-
screenm manner. Information on system status is presented to an inspector on a monitor.
Prompting information is afso presented on the monitor to ease the setup and operation of the
system. The monitor may afso be used to assure correct camera piacement and to review tapes
on-site.

Video; MIVS
The Modular Integrated Vkfeo System (MIVS) consists of a camera and a recording control unit
(RCU). The camera maybe Iocatd up to 100 feet from the RCU. Video authentication is appiied
to the line between the camera and the RCU to detect any tampering attempts. Two eight
millimeter video tape recorders are used within the RCU to assure system reliability. Recording
intervals from one to ninety nine minutes may be select~ by an inspector.

Wdeo; Ministar
The Ministar was designed to be used in applications which do not require the full capability of
the Psychotronics or STAR System. The Ministar Is a portable system which may be used to
provide short term optical surveillance for appli~tions such as reactor refueling. The Ministar
uses one camera and one recorder.

Video; CANDU Multiplex
This system may be used to record video’ images from 10 or more cameras. The system may be
used to monitor multiple spent fuel pools, enrichment facility cascade halis, or any other area
where multiple cameras are required.

Video; Multiplex
This system performs the same function as the CANDU Multiplex. It will record video images
from 10 or more cameras. The system may be used to monitor multiple spent fuel pools,
enrichment facility cascade halls, or any other area where multipfe cameras are required.

Video; Undenmter
Several commercial undewater video systems from U. S., European and Japanese suppliers are
in use. These systems allow a mmera to be lowered into water and display the images in real
time on a monitor at the surface. One of the uses of these systems is to view the identification
numbers on fuel assemblies. These systems may be used in spent fuel poois and fresh fuel
pools.

Monitors

Fuel Assembly Counter; CANDU Bundle Counter
This system utilizes a group of radiation detectors to register the passage of fuel bundles between
a reactor discharge and the spent fuel storage pool. The system records information on the fuel
movements for later retrieval by an inspector. This system was specifi=lly designed for use at
CANDU reactors.

23



Radlatlon Monitm Flfm Badge
Film badges are used to detect undeclared movement of radioactive materials. These badges
can be appJied adjacent to doorways or in other Pasgeways. The badges must be removed
and sent to Agency Headquarters for reading. .-

Envlronmental Monttoc PASEM
The Passive ~nvironment Monitor (PASEM) Is a small passive package that can be placed in
exlst~g C/S equipment enclosures to obtain data on temperature, humidity, and radiation
experienced by the equipment. The PASEM Is used In defining C/S equipment operating
environments. The PASEM can afso be used In a stand-alone mcde to determine basic facility
envlronments.

Load and PositIon Monitors
Load and podtion monitors are used to provide a record of crane position and loads. This
information may be used to determine at what times objects of =fegumfs Interest were moved.
These monitors may be used in a variety of fach’ities Indudng power reactors and reprocessing
plants.

Reactor Power Monitor
This type of monitor may be used to provide a record of reactor power output. This Information
can be used to determine when the reactor was operated, and to a Ilmited degree, what the
composition of the spent fuel shwld be.
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Equipment Under Development

The C/S devices which are currently under development are listed befow. The current Class of
development Is also listed.

Seals

Fiber Optic; CLTO (Class IV)
The CLTO optical seal consists of an optkal guide connecting both ends of a fiber optic cable.
Interference with the optical guide results In distortion of the receiwf light- The ends of the cable
are fitted Into the guide In adjacent sides to prevent the loop from being opened by sawfng the
guide in a horizontal or vertical direction. One end of the seaf IS bondad Into the optical guide at
the facto~. The other end Is crimped into place In the field by an inspector. This seal can be
vertfied in the fiefd using special equipment

Fiber Optic; Cobra (Class Ill)
The Cobra Seaf Is a fiber optic seal consisting of a loop of fiber optic cable secured with a seal
assembly. A small blade is inserted Into the seal body which cuts some of the fibers. When a
light Illuminates the face of the seal a characteristic pattern of light and dark spots formed by the
cut and uncut fibers may be seen. This unique pattern is used to show the identity and lntegr-~
of the seal. The seal maybe vetiled in the field by an inspector using special equipment.

Ultrasonic; VAK Ill (Class Ill)
This seal can be used on BWR fuel assemblies. The seal Indicates whether the fuel assembly has
been disassembled. The seal may be applied during fuel fabrication and can remain on the fuel
assembly through the assemblies entire Ilfe, I.e. reprocessing or final storage. A special PC
based reader may & used to verify the seal signature on stte.

Ultrasonic; MEB (Cfass 11)
This ultrasonic seal was designed specifically to seal multielement bottles containing reactor
spent fuel. The seal may be verified by an inspector in the field using special equipment.

Ultrasonic; Other types (Class II and Ill)
Several other ultrasonic seals are in development. These seals will be used for a variety of
specific applications. For example, the VAK Ill is being mod”fled for sealing PWR fuel assemblies.

Seal Pattern Readers

Digitized Reader CLTO (C!ass 11)
A reader which provides an automatic comparison of seal signatures in the field for the CLTO seal
is under development.

Digitized Reader; Cobra (Class 11)
A reader which provides an automatic mmparison of seal signatures in the field for the Cobra
seal is under development.

Optical Surveillance Devices

Video; PSU (Class 11)
The Portable Suweillance System (PSU) uses eight millimeter video recorder technology to
provide a system for suweillance situations that require quick setups. The PSU has Its own
Internal battery for short duration operations, and can be plugged Into AC power mains for
applications requiring longer surveillance periods. The PSU can rword 26,000 scenes at time
Intewafs of 1 to 99 minutes. The system uses several of the components from the MlVS.
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Vkfeo; Revfew Station (C&ss Ill)
The MIVS records video information at specified time Intends, while afso hertlng consecutive
scene numbers and tampr event information. The Revfew Station reads the inserted information
and counts the number of missed scenes and/or tamper events encountered on the tape and
reports this to the user. The Review Station wll afso check for any video loss on the tape.

Video; COSMOS (Class 11)
The Compact @rveiflance Monttorlng ~ystem (COSMOS) is an eight millimeter video tape based
sum~ance system. The ~SMOS utlltzes a camera and recorder colocated In an enclosure
which may be sealed. The COSMOS operates off of a battery for a three month period and has
the capacity to record 30,000 scenes. A set-up unit is used to Initlaflze the rmordlng unit and a
revfew unit Is used for tape review.

Vkleo - C/S Interfaces

VACOSS~eo Interface (Cfass 11)
An Interface has been devefoped between the VACOSS seal and the MlVS. This interface allows
unattended operation of the VACOSS seal while making video recordings of the seal’s Installation
or removal. The purpose of this system Is to allow facility opemtors to appfy or remove the
VACOSS seal without the need for inspector presence. An Inspector can review a MIVS video
taps of the ktaflat[on and make a determination that the seal was installed or removed correctly.

MIVS/Radiation Detector Interface (Cfass 11)
An Interface between the MIVS and a radiation detector is being developed for a specific
appflcatlon The radiation detector wfll detect the pawge of containers transporting spent fuel
past a given pofnt The radldon detector will trfgger the MIVS which will record the identtfkation
number of the container.

MIVS/intrusion Detection Interface (Cfass 11)
The MIVS Is being interfaced to an Intrusion detector. The combined system will detect motion
within a specific area and record Images of the cause of the motion.

Monitors

laser Suweillance; fASSY (Class 11)
l%e @ser Sumeillance ~tem (fASSY) utilizes two faser beams, scanning In common or parallel
planes, to aetect ttems penetrating that ptane. bser emitters are positioned In adjacent comers
of a spent fuef pool. Each emitter transmits a laser beam into the pool. By processing the
reflected signal from the lasers, the system can determine If an object Is present. The
approximate s&e and location of the object can also be defined. This system may be used to
monitor spent fuel movements within a pmt.

Portal/Penetration Monitor (Ctass Ill)
The Portal/Penetration Monitor Is a system which monitors the passage of material and
personnel in a facility. The system uses a variety of components Including metal detectors,
radiation detectors, motion sensors, and CCIV. The system was developed-
application.

Remote Monitoring; RECOVER (Ctass Ill)
This system was developed to collect safeguards Information at a site
information to a remote location.

Remote Monitoring: LOVER (Class Ill)
This system provides local verification of C/S data and equipment status.
activity is ongoing)
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Integratd Monitoring System (Class Ill)
The Integrated Monitoring System utilizes a variety of equipment to provide information on when
spent fuel has been shipped or received from a facilm. Two of the main components are crane
monitors and radiation detectors. This system has been superseded by the MIVS and its
capability to accept external detector Inputs.

Item Monitoring; AIMS (Class Ill)
The Authenticated Item Monitoring System (AIMS) provides a near real time Indication of item
movement. The main components of the system are sensor/transmitter packs, which are
attached to the items to be monitord, and a recefver/processor unit which monitors the packs.
The sensor/transmitter packs are firmly attached to the hems to be monitored so that the pack
moves whenever the Item moves. Each pack contains a motion sensor. Whenever motion
occurs, an authentided data message is sent by short duration radio frequency signal to the
receiver/processor unit. Other types of sensors which provide an on/off output may be
substituted for the motion sensor In the sensor/transmitter packs.

Advanced Containment Surveillance System
In order to monitor the flow of material within a specific facility the Advanced Containment
Suweillance (A C/S) System was devefopecf. The A C/S System monitors when material enters
the facility, where it is stored within the facility and when the material exits the facility. This
information is stored for later retrieval by Agency Inspectors. Radiation detectors, crane
monitors, dmr switches, cameras, recorders and computers are all elements of the system.

Thermal Flux Monitoring System

The Thermal Flux Monitoring System provfdes a quantitative measure of pfutonium and tritium
mntent by using a thermal fhxmeter.
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APPENDIX II

Commercial Equipment with Potential C/S Applications -

The foilowing is a iist of commercially availabfe equipment which may be useful in redundant and
Indepmdent C/S applications. The purpose of the iist is to provide ideas about the kinds of equipment
which may be useful and how it could be used. This list is oniy meant to provide examples of
equipment and applications where the equipment could be used and Is not meant to be exhaustive.
When a system is actuafly being designed, any equipment which maybe useful should be considered.
The Specrnc application wifl det~rmi~-what equipment shoufd be used.

Type of sensor:
Interior motion detection sensors

Description:
A wide variety of interior motion detection sensors exist.
reiy on a variety of phenomena including ultrasonic,
capacitance (proximity sensor), and vibration.

Potential Abdication:

Motion detection sensors can
microwave, infrared, sonic,

Motion sensors could be used in material vaults or areas which have been declared
inactive. The purpose of these sensors would be to detect undeclared material
movements.

Comments:
Sensors detecting different phenomena can be combined in such a manner to yield a very
low fatse aiarm rate.

Type of sensor
Low light level Cameras

Description:
Low light level cameras use a variety of techniques to intenstfy the image formed from
avaifabie light.

Potential Application:
Cameras with image intensifiers muld be used in areas with low light levels. Ideally, these
cameras would be triggered for short term use by some other sensor. These cameras
could also be used to backup normal surveillance cameras in areas where lighting is
susceptible to failure.

Comments:
Image intensifying cameras have a relatively high cost. Life expectancy of these cameras
is short which precludes their operation In applications which require continuous
operation.

Type of Sensoc
Infmred cameras

Description:
These cameras are sensitive to the infrared portion of the spectrum and therefore do not
refy on the visible light.
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Potential Application:
This type of mmera muld be used in storage areas where there is no lighting and there is
some thernwi signature from the material stored. These =meras could also be used to
backup normal suweiilance cameras in areas where lighting is susceptible to failure

Comments:
The images formed by infmred cameras are typicaliy blurred. Therefore, these cameras
could not be used in applications requiring high resolution. As with Image Intensifiers,
these cameras have a relatively high cost.

Type of Sensor
Pressure sensors

Description:
Pressure sensors may be obtained in a variety of sizes and housings. The sensor chosen
depends upon where and how the sensor will be used.

Potential Application:
Pressure sensors could be used on process lines within a reprocessing or enrichment
faciiity. These sensors couid be used to monitor whether the particular line operated
during the period between inspections.

Comments:
Pressure sensors are routinely used in nondestructive as.sy systems to heip determine
the compostticm of materiais. However, in this application the goal is to determine whether
a system operated, not the composition of material being processed.

Type of Sensoc
Temperature sensors

Description:
Temperature sensors may be obtained in a variety of s&es and housings. The sensor
chosen depends upon where and h6w the sensor will be used.

Application:
As with pressure sensors, temperature sensors can be used within facilities to determine
whether a process line has been operated. Temperature sensors could also be used
within inaccessible storage areas to monitor whether spent fuel (or some other heat
generating material) remains in place.

Comments:
A system which utiiizes tempemture (or pressure) sensors must be carefully designed
since tt may be very easy to deceive these types of sensors.

Type of Sensor
Fence Penetration Sensors (e.g. mechanical fence sensors, strain sensitive cables, taut-wire
sensors,)

Description:
These sensors detect gro= movements of a fence or penetrations through a fence.

Potent&1 Application:
This class of sensors could be used to monitor the perimeter of a site where there is
exterior storage of casks. The sensors would provide assurance that no casks had been
removed from the site through a breach In the fence.
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Comments:
These sensors coufd be added to existing, operator constructed, perimeter fences. These
sensors woufd need to be used In combination with a portaf monitor (such as an optical
aurveiflance system which records tmffic entering or leaving the facility). .

Type of sensoc
Exterior point sensors (e.g. electromagnetic, geophone, seismic)

Description:
The purpose of point sensors Is to detect movement within a given area- Detection ranges
and sensitivities can be varied depending upon the sensor chosen.

Potential Application:
Sensors of this type coufd be used outside of facilities to monitor when ve~ large vehicles
car@ng shipping casks enter or exit the facility.

Comments:
This type of sensor may be susceptible to false alarms and may not discriminate
adequately between vehicles containing shipping casks and other types of large vehicles.

Type of senso~
Vehicfe scafes

Description:
There are two types of vehlde sales, in-motion scales and static scales. In-motion scales
are used to weigh vehicles whife they are moving. Some scales are srnafl and may be
Imbedded quickly Into exlstlng road surface.

Potential Application:
Scales could be used to monftor traffic enterfng and exiting a facility through a portal.
Scales used in these locations could determine when vehicles heavy enough to be
carryfng shipping casks entered or extted the facility. Scales could afso be used in a cask
loading area to determine when vehicles are being loaded or unloaded.

Comments:
Unless scales are used In combination with other sensors they maybe easily defeated by
driving around the them or bridging over them.

Type of sensoc
Crane scales

Description:
bad cells are normally used within crane scafes to determine the weight of an object
being moved. Depending upon the type chosen, readout from crane scales may be
located at the crane, tran.smltted through an RF link to a receiver, or transmitted over cable
to a dispfay.

Potential Application:
Scafes maybe usaf to monitor when objects of safeguards Interest have been transported
with a given crane.

Comments:
In order for crane scafe to be effective there must be a method to discriminate between
objects of safeguards Interest ard other objects which could be moved by the crane.
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